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Abstract— Given its special nature, e-commerce yields concerns

for providing secure transactions. Accordingly, a number d secu-  Security protocols verification has known a significant
rity properties, such as secrecy, authentication and fairess, have progress. Burrows, Abadi and Needham [1] introduced the
to be guaranteed. In this paper, we present a new method based ti f dal | " f belief (the BAN lodi it

on abstract interpretation for secrecy verification in e-canmerce notion of modal logic of belief (the Og'f:) on securnty
protocols. Hence, we define an abstract message domain and arProtocols more then a decade ago. A new linear and modal
abstract interpretation over finite and approximated models of logic for specifying security properties has been advarmed
e-commerce protocols. This allows us to build a semi-deciiie  Adi et al. [2]. The logic is compact, expressive and formal
procedure for e-commerce protocol correctness with respédo and has been used to specify classical security protocdls an

the secrecy property. Our approach is fully automatic from . -
cryptographic protocol description to results and requires no electronic commerce protocols. Lowe and others introduced

user input except the protocol description and the level ofie the concept of model-checking and used it to successfully

abstraction. finding flaws in security protocols [3], [4] with the aid of
Index Terms— E-commerce protocols, Abstract Interpretation, systems such as FDR [3] ‘f’md NRL [6]. Several other important
Secrecy, Protocol Correctness. results have to be mentioned, such as the use of theorem
proving by Bolignano [7] and the use of inductive rules by
Paulson [8].

I. INTRODUCTION AND RELATED WORK
Abstract interpretation has been applied successfullyhan t

With the dazzling expansion of computer networks and tf\\/ rification of security protocols and a number of valuable

emergence c.)f new technolog|es_ such as World _W'de W% stract models for security protocols have been obtagueth,
and electronic commerce, security became a major CONCEM 1t tree automata of Monniaux [9], theparameterized

for the computer research community. Accordingly, a suiige flee abstractions of Goubault-Larrecq [10], the abstrachey
interest is devoted to the design, implementation and arsaly, ’

¢ i tocols that basis of o semantics of Adiet al. [11] and the pattern-based abstrac-
ot secunty protocols that are a basis of e-Commerce presocq;, ¢ | akhnechet al. [12]. Abstract interpretation allows

. . . semantics manipulations by performing simulations on data
A considerable number of security protocols have been ddv'sdescription in order to obtain correct, implementable amm

during the past two decades. Many among them have b urate analysis. Other related approaches are the gecrec

shown flawed years after their first use. Consequently, & 9r€8nditions of Houmani and Mejri's [13] and the trace model
deal of interest has been expressed in the develc’pmemf&fauthentication of Cremerst al. [14]

formal techniques for the specification, design and vetifica

of SECU!’IW proto_colls. Furthermore, we ant|C|p.ate_thatrﬁmd In general, models describing protocol-behaviors are itefin
expansion of distributed systems, communication netvvorlﬁ most cases, for verification purposes, only a finite and

Internet, web applications, etc., will certainly bring ajota o imated model is required. For this reason, we conside
need in security protocols. It is then imperative to hay,

) . fre problem of computing such an approximation and we
appropriate environments for the correct development @feh propose to simulate the required partial protocol exeoutio
protocols.

an abstract level. More precisely, we define a method that
! : , computes abstract finite models for security protocols with
This research is supported by a research grant from the MaBaience . . . .
and Engineering Council of Canada, NSERC, and the "Fondbégoés de the aid of an abstraction function that bounds the size of the
la recherche sur la nature et les technologies”, FQRNT. intruder-messages. The abstract model is then used to @efine
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semi-decidable procedure for secrecy correctness. Ulti&e m from the network, as intended hy,. I(A,) stands for
other approaches which require that the user designs Himgke intruder playing thed,’s role. The motivation underlying
the abstraction or manually helps a program to compute isuch a notation is that we assume that the network is under
variants (see for instance [7]), our approach is fully awtton the control of a malicious smart intruder. All messages sent
from cryptographic protocol description to results anduiezs or received by honest principals transit by the intruderisTh
no user input except the protocol description and the levsl used to capture the fact that the intruder is aware of
of the abstraction. The latter parameter allows the user day message circulating over the network. For the sake of
tune the precision of the abstraction to get the best resuttanvenience, we can also represent the two above actions by
while minimizing the cost of the analysis. Our method finda unique actiow.i, A, — B, : m.
immediate applicability in secure communications ovevate
and public networks for e-commerce, teleconferencing,ilrobThe execution of a security protocol generates a trace con-
computing etc. sisting of a sequence of events. Each event results from the
execution of a protocol step corresponding to a send action o
The remainder of this paper is organized as follows. Ttereceive action. A run of a protocol is a particular exeautio
next section is devoted to the definition of a trace-basefl the protocol. We refer to a protocol run as a session. The
model for security protocols. Section Ill is devoted to thexecution of a protocol is based on an interleaving model in
definition of an abstract domain of messages and an absmactivhich all events, including concurrent events, occurringry
function on messages. In section IV we present a methadun are interleaved to form a single trace of that execution
for computing abstract cryptographic protocol and abstra& protocol trace is said to be valid if all the messages sent
trace-based models. Section V states a sufficient condiion by the intruder could be derived from the intruder’'s cumediat
verifying the secrecy property of a cryptographic protscolknowledge (initial knowledge and received messages), 4nd a
Finally, section VIl contains concluding remarks. the involved principals respect the protocol. We assume tha
the intruder is able to perform the following actions: oveah
Il. TRACE-BASED MODELS FORSECURITY PROTOCOLS  messages, intercept messages, replay messages and generat

The message syntax used in security protocol descriptond)fW messages using his initial knowledge and the overheard

captured by the following BNF (Backus-Naur Form) grammafhessages. In the following, we introduce formally the notio
of protocol traces. A protocol trace is a sequence of prdtoco

events resulting from any interleaving of (possibly pdytia
protocol runs. We have no restrictions on traces in the sense
that we support multi-session (an agent could participate i
many sessions) and multi-role (an agent can be an initiator i

All messages that keep constant their values along a givi9Me Sessions and responder in others).

protocol run are considered as constants and will be alsttac ) . . .

to terms of the formete. A messagen encrypted with key The set7 of traces is defined inductively as follows:

m' is written {m},,, and forms a message by itself. The * €€ 7 )

operator “” is used to separate concatenated messages. Afl if ¢ €7 anda is a protocol event theha € 7 _

non-constant messages will be represented as terms thro¥§i§ree stands for the empty trace and “." is the concatenation

functional application. We usd,, B,, =,y : nat, to denote Operator for sequences.

principals andS to denote the server. A shared key between

A, and B, is represented byK, , . A fresh nonceN A protocol can then be modelled as a subset of trd¢es7.

! z Oy ' . y .

by the term N (A,,c). For convenience, messages may peet of protocol traced® as the closure of a set of inductive

annotated. We use superscript annotations to indicate fis: In this approach, a security protocol is modelled bgta

identifiers and subscript annotations to indicate the fpidc Of rules representing protocol steps and intruder capiisili

association. Accordingly, the terdV(4,, o) will be simply To give an example of suc_h a modelling, consider a version

represented a&’¢ . If in some context more than one nonc®f theWoo and Lamauthentication protocol [15]. The goal of

are needed within the same session, they will be represbptedhis protocol is to authenticate the identity of the priradid,,

N1(A,,0), N2(A,, o), etc. Letm, m; andm, be messages. with respect to the principdab,. To achieve this objective, the

We say thatm is atomic ifm # my.ms andm # {mi }m,. protocol uses an authentication seng&rThe specification of

We suppose that encryption keys are always atomic messadf$, protocol is given in Table |. Heréy,,; is a key shared
etweend, andS and K, is a key shared betwees, and

In the presence of a malicious intruder, a protocol can e The messageéVy is a nonce generated by, during the

described as a finite sequence of statements of the form: Session. Itis used byB, to preclude the replay of messages
. coming from preceding sessions. TW®o and Lanprotocol
oi, Ay — I(By) : m

. tracesP are built up inductively by a set of rules shown in
e e S 1T Table II.

which state that during a protocol stepd, sends the message

m intended for53,, over the network, the’, gets the message The inductive definition starts with trempty rule. The empty

m = cst Constant Message
| {m}. Encrypted Message
m.m’  Message Concatenation
| f(m) Function Application
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TABLE |
THE Woo and LamAUTHENTICATION PROTOCOL

Messageo.1. Ay — By : Az
Message 0.2. By, — Az Nlj’y
Message 0.3. Ay — By : {Nl;’y YK, s
Messageoc.4. B, — S : {Az.{Ngy }K%S}Kbys
Message 0.5. S — By {N;)’y Yry,

TABLE Il

Woo and LamiNDUCTIVE RULES

empty

cepP

Intruder t.t (i]; By T:Z/lfsii?ete)uP

Message 1 A —t>el(];y) A EP

Message 2 t.t (EU}; i ﬁ]\ﬁigﬂe?\?gaeﬂp

Message 3 t te Z.j7 " (i?}é%’) {—M’??;a])\ff,;)g t

Message 4 tep (@3, I(A’”),_) By:As) €t (0., I(Ae) — By : {NJ}k,,) €1
t. (0.g, By — I(9) : {Ae {N{ } K. }xc,,,) €P

Mesage® i s Ty e

where

Messagét) is the set of messages in the trace
t is the set of components in the sequence

trace belongs always t&. For each protocol step, we have 1) M C M,

a corresponding rule. For example, in the rilessage 2, a 2) If K e My and{m}x € M, thenm € M,
tracet € P can be extended with the evefit.j, B, — 3) If K € My andm € My then{m}x € My
I(A;) - N7) wheneverNy is a fresh noncei.e, it has not  4) If m € My andm’ € M then(m,m’) € My
been used irt. The ruleReceive states that a principal can 5) If (m,m’) € My thenm € My

get a message only if it has been previously sent to her. The) If (m,m’) € M, thenm’ € My

rule Intruder models the capacity of the intruder to send any

message built up from the past traffic.
g P P I1l. ABSTRACTDOMAIN OF MESSAGES

The intruder closure operation;_allows us to capture the The abstract domain of messages is built as an extensioe of th
usual intruder capabilities: encryption, decryption, s@®s concrete domain by the abstract messagesd_L. Intuitively,
concatenation and message decomposition. the valueT is used to abstract a (possibly infinite) set of
Definition 1: (Closure) Let M be a set of messages. Wamessages. For instance, the mess@gé  stands for any
denote byM the closure of the set M under the conventionahessage encrypted with the kéy. It is an abstraction of a
intruder-computations (encryptiondecryption, messagde-ca(possibly infinite) set of concrete messages encrypted téh
nation, etc.). The closurg/y is defined as the smallest sekey K. We use also the abstract message value represent
which satisfies the following conditions: the empty set of messages. From now on, we ndtéhe
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concrete domain of messages and the abstract domain of
messages. Proofs are given in the appendix of the paper.

We define an ordering relation on abstract messages , The proposition 1(1) establishes a relation between the

that captures the notion of approximation on messages. \gjues ofl; andl, and the precision of the abstraction. As

Ym,m',m1,my € D¥: we may expect, the precision of the abstraction increases
when the values of; andl, increase.

m<,m « The proposition 1(2) establishes that the abstraction-func
1L <am tion a——(_) is extensive, i.e. the abstracted message can
m<q, T not be more precise than the original message.

m<,m’ and m'is atomic = m =m' « The proposition 1(3) states that the abstraction function
m<,m and m' <,m” =m <,m” a—-(_) is idempotent. This property can be interpreted as
m<,m o {mtrx <, {m'}x the fact that all the abstracted information is lost at once.
m<,m’ and my <, m} < mamy <, m'.mj « The proposition 1(4) states that the abstraction function

a—-(_) is monotone. This property can be interpreted
We define a functiom—-(_) to approximate (abstract) mes-  as the fact that the abstraction process preserves the
sages. This function takes as parameters a messaged soundness of the approximation.
limits {; andl (which are natural numbers). It replaces some
sub-messages Oﬁ by the abstract valug'. Intt_J|t|ver, the A function f is an upper closure with respect to the ordering
function a——(_) is used to prune the algebraic structure olj

hile keeping th i | f f that elation if and only if f is monotone, extensive and idempo-

_?_hmesslag? w Ite eetﬁm% ?hexferna otr_m of thal MESSa[G;; The abstraction function has all these propertiesi- In
€ valuel, acts on the depth of encryptions in a messagff\/ely, we can acknowledge that the initial ordering redat
while the valuel, acts on the depth of concatenations. Not

. 13 preserved on set of abstracted messages.
that similar approaches have been used for other purposes.

for instance, k-limiting in may-alias analysis [16] and st Corollary 1. The abstracuon_ function——(_) is an upper
- closure on the abstract domain of messages with respect to
rewriting [17], [18].

Definition 2 (Abstraction Function)The message abstrac—the ordering relatiors,. . . .
Proof: The proof is immediate from the propositions

tion functiona—-(_) is defined as follows: 1(2). 1(3) and 1(4). .

a : NxNxD— D# _ .
For instance, lef; = 2, I, = 4 and letz be the following

a'nlz (m) =m if m IS atomic messagexr = {ml.{mg.mg};ﬁ.{{m4}K2.m5}K3.m6}K4.
a2 (mam’) = a'vRT (m).allE TN ) if 1y > 1 The messages;, my, ms3, my, ms, mg are atomic messages
a2 ({mYy) = {ah b (m) ) if i >1 andK, K», K3, K, are cryptographic keys. Then, message
aO(mm’) =T is abstracted by the abstraction functien-(_) as shown in
a®2({m}x) =T Table II.
al!2(T) =T
a2 (1) =1 The following proposition states that the abstraction fiomc
From now on, wher; andl, are understood, we simply write a—-(_) bounds the size of messages.
m® instead ofa't'2 (m). Proposition 2: Letm be a messagé, andl, be two natural

numbers then:
In the following, we present some interesting propertiethef

abstraction functior——(_). lalt2(m)| < 22 g
Proposition 1: The message abstraction functiar-(_)
has the following properties: The intruder closure operation captures the usual intruder

capabilities: encryption, decryption, message conctitama
and message decomposition. Given a finite set of messages

# ’oqt / 1. .
vm € D7, Vi, la, 1 €N, 2 0y, 12 20 M, two natural numbers;, I, we define an abstract closure

alv'2(m) <, a'v'2(m) (1) of M notede, as the smallest set satisfying:
1) If m € M thena'2(m) € M
Vm € D# Vi, lo €N : m <, a""2(m) 2 2) If K e M} and{m}x € M thena"2(m) € M}
3) If mm’ € Mjf& thena'*2(m) € Mf
0o a—a @) 4 lfmm’ € M thenal2(m/) € M

5) If me Mjf andK € M thena2({m}x) € M
6) If me Mjf& andm’ € Mjf& thena'v2(m.m') € Mf

Vm,m' € D¥, Vi1, lb €N : m <, m' = The next proposition establishes the finiteness of a set of
al2(m) <, a2 (m/) (4) messages under particular conditions.

www.manaraa.com



TABLE IlI
MESSAGE ABSTRACTION EXAMPLE

{ab*(m1{ma.m3} i, {{ma} K, ms} 5. m6)} i,
{al"’(ml)-a1’3({m2-m:s}K% A{ma}x, ms}r; me)} i,
{mi.a*?({ma.m3}k,).a"? ({{ma}x, ms} ;. -me)} i,

{m1 {a2(m2.m3)} i, -a> ({{ma}x, ms} i, ).att (me) } e,
{m1.{a% (m2).a%1 (m3)} i, {a® T ({ma}t i, m5) iy M6t iy
{m1{mam3}r, {a®°({ma}k,).a%%(ms)} ks me} i,
{m1{ma.ms}r, {T-ms}k; me}i,

Proposition 3: Let M be a set of messages such that thebservation allows the presence of partial runs in the trace
set of atomic messages i is finite. If the depth of each modeling the intruder’s behavior. The same approach can be
message inV/ is bounded then the sétl is finite. used for having messages decrypted by unsuspecting agents
The intruder closure operation in the concrete model leadsas shown in the following protocol:
an infinite set of messages. The abstraction process givas us
way to obtain an abstra#?t_fmlte_ representation. The folhgwi Message 0.1. A, — B, : {NZl}x,.,,
proposition states that/[" is a finite set.

Proposition 4: Let M be a finite set of messages. Tth
is finite.

Message 0.2. B, — A, : Ngmy

A. Abstracting Atomic Messages

Our aim is to compute the intruder's knowledge in a parallel

multi-session protocol run. Unfortunately, as shown invpre

In this section, we define an abstract semantics for securifys sections. the model capturing such behavior is infimite a
protocols. This new semantics is used to approximate exegldas an unbounded number of principals. As it is impossible
tion models of protocols. The obtained abstract models gfesimylate such models, we introduce in the following a safe
then used to decide if security protocols satisfy the S§CreComputable upper approximation of the intruder’s knowtedg
property with respect to a sensitive message. 1) Abstracting Agent Names:

. . ) We use a finite set of constan{s!, B, ---} to denote agent
The intruder can use the protocol in two different ways. The,nes This set of agent identities is sufficient for modglli

first involves a passive attack on the protocol. It allows ﬂ“ﬁhy protocol execution, including multi-sessions and mas-

intruder to intercept messages that will add new informmatiqy,erading or impersonation attacks. Each constant abstrac
to his knowledge. However, not all the new data is necegsary (nossibly infinite) set of agent names. For instance, for
useful, as we will prove in this section. The second way of beg protocol stepsi.A, — B, : A,, the agent namel

efiting from protocol runs is called protocol instrumerdati .|| pe used to abstract the (possibly infinite) set of iriiia

The intruder sends certain data expecting a valuable messggents 4, . This abstraction is correct since it overestimates
in response. We analyze in the following what would bge intruder's knowledge. We conclude that if the intruden c
helpfulfor_an mtruderthz_;\t tries to build an a_tt_ack. T_h_afumter get A, then he can get any agent namde, i € N running
can use his concatenation and decomposition abilities @t §Re concrete communication protocol as initiator. We make
time, as they don't depend on the value of the informatiofhe same assumption about the responder. Usually, onlg thre

However, he might try to encrypt or decrypt messages Withynstants are employedt, B, and S, where S abstracts a
keys that he does not possess. For instance, we considerdh&er name for protocols that involve one.

IV. SIMULATING CRYPTOGRAPHICPROTOCOLRUNS

following protocol: 2) Abstracting Keys:
Each agent has one pair of public-private keys. Public keys
Messageo.l. A, — B, : NJ are considered known to all potential agents participaiting
Messageo0.2. B, — A : {Ng }k.., a protocol run, including the intruder. Therefore, we asser

that all public keys associated with agent names are part of
The intruder instruments the protocol as follows. He knowtke intruder’s initial knowledge. For instance, the consfd,
that the message transmitted during the second step isafstracts the concrete public ké§;  of an agent named,.
encryption of the first message with a session key that e private keys are the inverses of the public keys. They
does not know. By playing the role of the initiator agent, hare not part of the intruder’s initial knowledge and are meve
introduces the piece of data, possibly from a differentisess transmitted during the protocol run. As a consequence of the
that he wants encrypted. In return, he receives informatiah number of agents being bounded, the number of their public
he couldnot derive fromrhisknowledge set using the standadd private keys is a finite set.
closure capabilities. Of course, it is sometimes sufficient
run a protocol sequence, rather than a complete sessios. ¥ession keys are variables that are shared by agents for the
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duration of one session only. We will abstract the sessigis keprotocol step. The sequence of all abstracted actions define

by a constant for any pair of agents. The rationale behirgl tiihe abstracted tradg’. To generate an abstract trace from

is that if the intruder is able to get an exchanged session katy abstract protocdP”, we can use a modified version of

in a particular sessioa of a protocol run, then it could getthe Paulson’s inductive rules presented above [8] by apglyi

the session keys used in any other session of the protocol rilne abstraction functiom—-(_) to each exchanged message
3) Abstracting Nonces: and replace the intruder closure function) by the abstract

Nonces are fresh messages unique to a particular sessi@msion f

Since we are interested in secrecy, we will abstract awan fro

the notion of message-freshness and consider these messaget be the following trace:

as constants for all sessions of the protocol. The intuition

is that if the intruder is able to get an exchanged nonce in

a particular sessiow of a protocol run, then it could get

t= (

(

the same nonce in any other session of the protocol run. E
(

o.l. Al — I(Bl) Al)
o.1. I( ) — Bl . Al)
0.2. Bl — I(Al) . NbalAlBl)
0.2. I(By) — Ay : m).

Hence, the nonceV; is abstracted by the atomic constant
.3. Al — I(Bl) : {m}KQIS)

messageN,. This abstraction is an overestimation of the

intruder capabilities and therefore it is correct for oualgsis. . .
P iy wherem is part of the intruder knowledge. Fér = 1 and

We consider that the intruder owns a non¥g that is part l» = 1, the abstract trace” is:

of his initial knowledge.N; is a constant atomic message. t#* = (0.1. A— I(B): A).
Since there is no way for a regular agent to check the value (0.1. I(A) — B : A).

of a nonce created by any other agent, including the intruder (0.2. B— I(A) : N,.T).
we empower the intruder to re-use the same nalicén any (0.2. I(B) — A : m®).
protocol session. (0.3. A— I(B) : {m*}x,.)

All the atomic messages other than those already introdud@iven a trace and a finite set of intruder’s initial knowledge

are abstracted by constant valués as the security propertiesk;, then the intruder knowledge associated with the abstract

depend only on the keys and nonces. trace t#, noted ZK(t), is generated by the relatior~
defined in Table V.

B. Abstracting Protocols The following proposition states that the abstract traceleho
| t# for an abstract protocdt” is finite, i.e. has a finite number
actions.
roposition 5 (Finiteness)Let P be a cryptographic pro-
tocol and letP™ be the
corresponding abstracted protocol. Then, the multi-eassi
multi-role trace execution modet of P* is finite.

Let P be a concrete protocol and lgt and /s be two natura
numbers. To abstract protocol specifications, we define g
abstraction function, noted as in Table IV-B.

In the remainder of the paper, we nét& = ¥ (P) the abstract
protocol. For instance, le® be the following authentication

rotocol:
P V. SECRECY CORRECTNESS

Secrecy is the fact of keeping secret a given piece of infor-
mation. This aspect of security is certainly the oldest dred t
best known. We say that a protocol preserves the secrecy of
one of its parameters if it does not leak any information abou
these parameters during its execution. The parameterseof th
protocol that have to be kept secret can be cryptographig key
nonces, or any other sensitive data. For instance, thexfioitp

Messagec.l. A, — By, : {A..NJ}x,,
Message 0.2. B, — A, : {N }k..

If we fix the values ofl; = 1 andl, = 1, the above protocol
is then abstracted as:

Messageo.l. A — B : {AN.}k, protocol does not guarantee the secrecy of the message
Message 0.2. B — A : {Nu}xk, since the key used to encrypt has been made public.

A simulated run of P# reveals that the abstract in- olA, — B, : K7,

truder's knowledge with limitsl;, = 1 andil, = 1 is 2B, — A, : {m}Ka

agby

{N,{A.No}k.,,,{Na} k., } 1, Which means that the nonéé,
is never revealed by the abstract protocol. This means\fiat In the following we give a sufficient condition to check if a
is secret inP. protocol preserves the secrecy of a message.

Definition 3 (Secrecy)Given a security protocoP and a
Let ¢t = aj.a2.... be a (possibly infinite) trace whekg is sensitive message, we say thaP guarantees the secrecy of
acommunication action:inrordertordetermine the abstdacte: if:
knowledge of the intruder, we fix the valuesigfandis. The
abstraction of each individual action produces an absidact Vo € IK(t7") : znMm® = L
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TABLE IV
THE PROTOCOL ABSTRACTION FUNCTIONY

U(Ag) = A

V(By) = B

v(S) = S

Y(NG ) = Ng

V(Ka,) = K

V(K = K;'

\II(Kaxby) = Kab

W(KS,) = Ku

U({mi},,,) = dvR2{¥(m1)}by(m,))
W(mq.m2) = a'l2(U(my).T(ma))
¥((oi. X —Y:m).P) = (0 ¥(X)— V():¥(m)). ¥(P)
W (x) = cte  otherwise

TABLE V
ABSTRACTINTRUDERKNOWLEDGE GENERATION FROMABSTRACT TRACES

Init _—
ep K]ﬁ
t# M

Get knowled
et nowledge t#. (0. A — B:m%) b MUm®

wheret# is the finite abstract trace generated from the abstractmpute the intruder's knowledge associated with the abistr

protocol P# andr is the greatest lower boun@!b) function tracet” generated by the execution of the protocol. As stated

over the poseD#(<,). in section 1V, the intruder knows the identities of the agent
and server. The intruder also possesses a nohcand a key

It is clear that with our definition, we can build only a semishared with the servek,;. The initial intruder knowledge is

decidable procedure since if there existss ZK(t*) such illustrated by:

thatz Mm* # 1, we cannot decide that the protocol contains

a secrecy flaw.
ICI = {AaBaSa N’i7KiS}

V1. CASE STUDY

The protocol presented in Table VI has been proved to Fgr convenience, we denote by;, m» andmg the messages

correct with respect to secrecy in [13]. The protocol aims ansmitted during the first, second and third protocol step
' i _ _ a a _ a _
distribute the keyk,,_;, to the agentst, and B, with the aid fsﬁi‘:"g;’irg@n;ag o rl]?e - ooa;”el P i S
of the trusted serves. A, initiates the session by sendingSo . . 90 P
his identity, the identity of the agent he wants to commweicausefm information for the intruder. The problem of protbco
. ' . correctness is undecidable in this case. for 2 andiy > 2,
with, By, and a nonceV,_, all encrypted with the long-term

a __ a __ a __ 1 T
key K,_, that he shares witl§. The server replies by sending/ 'L — "1 "2 = M2 andmg = mg. There is no benefit
to A, a message that contains a short-term ¥gy, that in abstracting the messages, as the intruder does not ggain an
2z Oy

will be shared byA, and B,, encrypted withi Then S information. Therefore, the values of the pdir, l2) that could
T Y arS*

sends a message I#), containing the identities ofl, and B, be useful for the intruder are the tuples (1,1), (2,1) and)(1,
‘ - 7 We fix the values of the parametersito= 1 andi; = 1 and

and the keyK,,,, all encrypted with the long-term kel te the abstracted o andme-

that he shares with the ageBt,. Through this last message,compu e the abstracted messages m; andms:

B, learns thatd, intends to communicate with him using the

secret keyK, b, - al’l(ml) _ al’l({A.B.Na}Kas)

— 0,1

Torprovethercorrectnessrofitiféourmani — Mejri protocol o {ao O(A'B'OA;")}K“

with respect to secrecy, we demonstrate that the protocol = {a""(A).a”"(B.Na)} k.,

complies with  definition 3. In order to do this, we need to = {AT}k,,
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TAB
THE KEY DISTRI

Messagec.l. A, — S
Message 0.2. S — Ag

Message 0.3. S — By

LE VI
BUTION PROTOCOL

{AszNgl- }Kams
H{Azdng, By K7y Y Kays
{Ae.By. K7y YK,

a'(my) = o' ({{A}n, BKa}r..)
= {ao’l({A}NQ-B-Kab)}Kas
= {a"°({A}n,).a"°(B.Ku)}k,.
{T.T}k,.
a(m3) = a"'({A.B.Kw}x,.)

{a®Y(A.B.Kup)}k,.
{a®°(A).a"°(B.Kap)} K,
= {A'T}Kbs

The abstract trace” for [; = 1 andly = 1 is:

t* = (0.1. A— I(S9): {AT}k..)
(0.1. I(A) — S: {A.T}k,.)-
(0.2.8 — I(A) : {T.T}k,.)-
(0.2.I(S) — A: {T.T}k,.)-
(0.3. S — I(B) : {A.T}k,.)

will also not containk ;. Therefore, the condition for secrecy
correctness is fulfilled by the protocol:

Vo € I’C(t#) AN Kab = glb(xv Ktlb) =1

VII. CONCLUSION

The main intent of this work is to characterize the verifioati

of the secrecy property as an abstract interpretation afrggc
protocols. The abstract model was defined by the means
of a finite abstract trace that models all of the potential
intruder behaviors. The model was applied to approximade th
unbounded space of intruder knowledge to a finite one. This
information was then used to decide if the security protocol
satisfies the secrecy property for sensitive data. Since the
abstract trace is finite, it becomes possible to compute the
finite abstract sefl/# of messages that the intruder can get
by running a security protocdt. Given a messages, if for

all z in M#, glb(z,m®) = xMm? = 1 thenm is distinct

The intruder is not able to decrypt any of the abstractérbm all messages i/ and consequentlp does not leak the
messages. Consequently, he can not replace any messagssagen. The approximation is correct with respect to the
in subsequent protocol executions. Since no fresh messageginal protocol execution, as it overestimates the céjpiab
can be transmitted, the trace can not be extended with nefithe intruder.

actions. The complete abstract trace of theumani— Mejri

protocol is thent#. The intruder knowledge associated with

the abstract trace” is:

IK(t#) = (K1 U {{A T o AT Tk {A T k0 D

We compare the elements of the §6€(¢#) with the value
K, that is supposed to be kept secretbyThe process is
trivial for the elements of the initial intruder knowledgets
IC]:

KuwnNA = KgpNB=KgpnSs
= KabrlNi :Kabl_lKis
L

The three elements df/C(+#) obtained by abstraction are
encrypted messages that don’t contéip,. In this case, we
have the following relation:

Ky M{AT}k,. = KapN{T.T}k,.
= Kgpn {A'T}Kbs
1

Therestoftherelementsiofithe $8€(¢#) can be obtained by
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P PP Proposition 1 (2): The abstraction functiom——(_) is ex-

tensive, i.e.:
APPENDIX 4 L
Proposition 1 (1):Let m € D#, Iy, Iy, I, and I, four vm € D7, Vllv#lﬁ? EN:m<, a2 (m) (16)
natural numbers such that> I, andis > i, then: Proof: Let m € D#* and letl; andl, be two natural
- - numbers. The proof is by structural induction on
a2 (m) <, a2 (m) « m is atomic:

Proof: The proof is by structural induction om.

« m is atomic: m <, m=a""?(m) (17)

o m = my.mo: By induction hypothesis, we have:

PIARLE (m)=m<,m= alilz (m) (5)
S . m <, a''2(my)
« m = mi.mo: We distinguish the following cases: My <a alt2(my) (18)
— I, =0: N
2 / o By definition of the ordering and 18, we have:
alotz (m) <, T= all’o(m) = glvt (m) (6)
_ 2o myma <q a2 (my).a""2 (my) (19)
By definition of the functioru——(_) we have: By definition of a——(_), we have:
a2 (m) = a2 (my).a! 2 (my)  (7) a2 (my).a" 2 (my) = a2 (mymy) (20)
By induction hypothesis, we have: By 19 and 20, we have:
al17l271(m1) <a alil"l%il(ml) (8) mi1.mo <, all’l2+1(m1.m2) (21)
all,lgfl(mz) Sa al17l271(m2) -
o _ By the proposition 1, we have
By definition of the ordering and 8, we have:
all’l2+1(m1.m2) <, avt (mq.m2) (22)
a2t (my).alt B (mg) <, By 21 and 22, we have:
a1 (my).ali 2 (my) 9)
ma <, a2 (my. 23
By definition of the functioru——(_) and 9, we have: mimz Sq @ (m.me) (23)
o m = {m}k: By induction hypothesis, we have:
11,1 _ Sl
a'l /2 (/777,1_m2) _/ a/l 2(m) <4 my <a all,lg (ml) (24)
a2 (m) = a'v'2(my.m) (10) - :
By definition of the ordering, we have:
o« m = {m;}x: we distinguish the following cases
= l,l =0: {ml}K <a {all’lz (ml)}K (25)
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By definition of a, we have:

{mi}x <q a2 ({mi}k) (26)

By the proposition 1, we have:

allJrl,lg({ml}K) <, al1,l2({m1}K) (27)

By 26 and 27, we deduce:

{mi}x <o a"2({mi}k) (28)

[ |
Proposition 1 (3): The abstraction functioa——(_) is idem-
potent, i.e.:
aoa=a (29)
Proof: Let m € D# and letl; andl,; be two natural
numbers. The proof is by structural induction on

e m IS atomic:

all’lz (all,lg (m)) —m = all 2 (m) (30)

e m = mjy.mz. By definition ofa——(_), we have:

a2 (a'2 (my.my)) = (31)

a/ll-,l271(al17l271(m1)).a/l17l271 (al17l271(m2))

By induction hypothesis, we have:

ll,lg—l l],lg—l — l],lg—l
{ a (a (ml)) a (ml) (32)

al17l2—l(al17l2—l(m2)) _ all,lg—l(m2)

By 31 and 32, we have:

all-,lz (al17l2 (ml.mg)) — ah-lz*l(ml)'al1,l2fl(m2)
(33)
By definition of a——(_) and 33, we deduce:

a2 (a't2 (my.my)) = a2 (myma)  (34)

o m = {my} k. By definition of a—=-(_), we have:

a2 (a2 ({mi} k) = {a" "V (@72 (ma)
(35)
By induction hypothesis, we have:

al1717l2(al1717l2(m1)) — al1717l2(m1) (36)

By 35 and 36, we have:

a2 (a2 ({mi}g)) = {a" M)l (37)

By definition of a——(_) and 37, we deduce:

a2 (@2 ({mi}k)) = a2 ({mi}k)  (38)
| |

In the sequel we prove that the abstraction functiern(_)

state that the size of an abstracted message can be smalier th
or equal to the size of the original message. The intuition is
that the abstraction leads to loss of detail, which is refigct
in the contracted depth and width of the resulting message.
The equality corresponds to the special case of the original
and the abstracted message being the same.

We define the size of a message, writtehas follows:

|m.m/| = |m|+ |m/| + 1

{ m is atomic = |m| =0
{m}tm | =m|+1

Lemma 1:Vm € D#, Vij,ls € N : |alvl2(m)] < |m]
Proof: Let m € D# and letl; andl, be two natural
numbers. The proof is by structural induction on

« m is atomic. By definitiora'-2(m) = m, then we have:
a2 (m)| = |m| < |m| (39)

e m = mj.meo. By definition of a——(_), we have:

alt2 (my.m2) = alvlz—1 (ml)-al17l271 (ma2) (40)

By 40 and the definition of |, we have:

la" 2 (myma)| = [a"2 7 (my)]
+ [a" 2 (me)|
+ 1 (42)

By induction hypothesis, we have:

{ a2 ()| < |my|

a2 (ma)| < fml 2

By 42, we have:

la" 27 )| + o' (ma)[ + 1 < [ma| + | + 1

(43)
By 43 and the definition of_| we have:
la' 2= (my) a2 (my) | < Jmyame| (44)
By 44 and the definition ofi—-(_) we have:
la'2 (my.ma)| < |my.ma| (45)
e m = {m} k. By definition ofa——(_), we have:
a2 ({mi} k) = {a" 712 (ma) b (46)

By 46 and the definition of |, we have:

a2 ({ma} )| = [a" M2 (my) [ +1 (47)

By induction hypothesis, we have:

a2 ()| < || (48)

iS monotone. First, we have to prove technical lemmas which By < property and 48 we have:
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la" b2 (my)[ + 1 < [ma| + 1 (49)
By 49 and the definition of_| we have:
{a" =12 (ma)}ie| < {ma k| (50)
By 50 and the definition ofi——(_) we have:
a2 ({ma} )| < [{ma} (51)
Lemma 2:Vm € D#, Vij,ls € N : |a2(m)| = |m| =

al2(m) =m
Proof: Let m € D# and leti; andl, be two natural
numbers. The proof is by structural induction on

« m is atomic. By definition ofa——(_), we have:

a2 (m) =m

e m = mi.my. By definition of a——(_) and|_| operator,

we have:
|m1.m2| = |m1| + |m2| + 1
't (mymo)| = a2 (my )| (52)
+ lat T (me)| + 1
By hypothesis and 52, we deduce:
la't =2 (my)| + o' = (ma)| = [ma| + Ima| - (53)
By lemma 1 and 53, we deduce:
@'t 2= )| =
{ ja = ma)| = [l 54
By induction hypothesis and 54, we deduce:
av2=(my) = my
{ a/ll,lgfl(mz) — mo (55)
By definition of a——(_) and 55, we have:
a2 my).av " my) = a2 (mg.ms)
= mi1.Mmy (56)

o« m = {m1}k. By definition of a——(_) and|_| operator,
we have:

a2 ({mi}k)| = [{ah b (ma) Yk

= |d"be(mi)|+1  (57)
[{m1}kl = |mi+1
By hypothesis and 57, we deduce:
ja" = b (my)| = [ (58)
By induction hypothesis and 58, we deduce:
a2 (my) = my (59)

By definition of a——(_) and 59, we deduce:

{a" = ma) i = a2 ({ma}i) = {mi}x (60)

|
Proposition 1 (4): The abstraction functiona——(_) is
monotone, i.e.:

Vm,m' € D# Vil €N : m <, m' =
aliil2 (m) <a alilz (m/)

(61)
Proof:

Let m,m’ € D# such thatm <, m'. Letl; andl, be two
natural numbers. The proof is by induction &h= |m/|:

e« H = 0. This means that: is atomic. We have two cases

- m' =m.

(62)

a2 (m) =m <, m' = a2 (m)

— m/ = T. By definition of the relation<, anda, we
have:

a2 (m) = m<, T =advk(T)
= avlz(m) (63)
o H = n. By the proposition 1, we have:
m' <, a2 (m') (64)
Sincem <, m’ and by 64, we deduce:
m <, a'v2(m’) (65)

By the lemma 1, we have two cases:
— |al+t2(m)| < |m|, then by induction hypothesis, we

have:
al (' (m) <q 0B (') (66)
By proposition 1 and 66, we have:
1,02 11,12 ’
at?(m) <q a(m) (67)

— |a"2(m)| = |m|. By lemma 2, we deduce that:

a2 (m) =m (68)

By 68 and 65, we deduce:
a2 (m) <, a2 (m') (69)
[ |

Proposition 2: Letm be a messagé, andl, be two natural
numbers then:

lalvt2(m)] < 2hitlz 1
Proof: The proof is by structural induction om.
« m is atomic. By definitioru'-2(m) = m, then we have:

|al1,l2(m)| _ |m| =0< olitl2 _q (70)
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« m = {m’} k. By definition of the abstraction function

we have: { m={milx A |mi|=n—1 (80)
m=mimz2 A |mi| <n A |mz| <n
a2 ({m'y k) = {a" 1B (m) )k (71)
We build the setM’ as follows:
By definition of the operatof | and 71, we have:
{ {ml}KEJ\/fg = {ml,K}QJV[’ (81)
la 2 ({m'} k)| = a2 (m))] + 1 (72) mimg € Mz = {mi,ma2} C M’

By induction hypothesis, we have: Since the encryption keys are atomic messages, then, by
' 80, we deduce that:

litla _
gl (m)| < oh—lHa - % M| <n (82)
< bt _ 9 (73) By induction hypothesis, we have:
a2 ({m/} )| < 20+ — 1 (74) We build the setM” as follows:
o vn\?e:h;ryé.mg. By definition of the abstraction function (mi, K}YC M = {mi}xe M 0
' {my,me} C M = mimpe M’
il lila—1 I ilo—1 By 81 and 84, we deduce:

a’**?(my.mg) = a'v (mq).a" (m2) (75)

By definition of the operatof_| and 75, we have: My € M” (85)
By 83 and 84, we have:
ja™ 2 (my.ma)| = a7 ()|
_ M" is finite 86
+ |al1,l2 1(m2)| ( )
+ 1 (76) By 85 and 86, we have:
By induction hypothesis, we have: M, is finite (87)
|alt- 27 (my)| < 202l — 77 By 79 and 87, we deduce that;

|al1,l2—1(m2)| S 2l1+l2—1 -1 ( )
By 76, 77, we deduce: M is finite (88)
|
2 (myms)| < (20Tt ) . fPrqtposition 4: Let M be afinite set of messages. Tth

is finite.
l1+l2—1
+ @ -1+l Proof: Since M is finite, then:

2[1 +l2 _ 1 (78)

{m € M | |m| = 0} is finite (89)

|
Proposition 3: Let M be a set of messages such that the | gt , e M# by the definition ofofE and Proposition 2,
set of atomic messages W is finite. If the depth of each \we have:
message inV/ is bounded then the sétl is finite.

Proof: Let|M| = Ma:c_{|m| | m € M} bethe maximum Im| < 2+ — 1 (90)
length of the messages i (a bound). The proof is by
induction on|M|. By 89, 90 and Proposition 3, we deduce tIMf is finite.
o |M|=0. We deduce that each messagelinis atomic. . o ) u
By hypothesis, we conclude thaf is finite. Proposition 5 (Finiteness)Let P be a cryptographic proto-
« M| =n>0.Let M = M, UM, such that|M,| = col and letP” be the corresponding abstracted protocol. Then,

n—1andM, = {m € M | |m| = n}. By induction the multi-session, multi-role trace execution motiélof P#
hypothesis, we have: is finite. _ _
Proof: As stated in section Il, a trace can be extended
(79) with an eventz whenever the message transmitted during that
action is fresh. We will prove that, because of the protocol
Let m € M. Since|m| = n > 0, we have the two abstraction, the number of distinct messages that can bedss
following cases: is bounded.

M is a finite set
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The abstraction of atomic messages bounds the number of
agents, keys (public and session) and nonces. Hencefogth, w
denote byNb,;oms their total number. We remind the reader
that the inductive rules that can lead to a trace extensien ar
Receive andIntruder (Table II). They define how the intruder
can increase his knowledge set either by intercepting rgessa
and decomposing them, or by building new messages from
pieces of information that he already possesses. Wh fixad

I, and adapt the two rules to our abstract trace meéeln the
following, we analyze their effect on the abstracted protoc
runs.

The Receive rule is modified to reflect that the intruder can
only obtain abstracted messages$. Likewise, thelntruder

rule is changed to indicate that the intruder can only send
m®. The size of those messagés,®| is limited, as shown in
Proposition 2:

|ma| < 2hitlz g

The intuition is quite simple: if, for any message size betwe
0 and2“++2 — 1, the number of messages is bounded, then
there is a limited number of possible messages

Let m, m’ and m” be atomic messages. The total number
of messages of size 0 (atomic messages\Vig,;oms. FOr

the messages of size 1, we have to count both encryptions
and concatenations of atoms. For each of them, the number
is (Nbatoms)Q. So, the total number of possible messages of
size 1is2 x (NbatomS)Q. For size 2, the computations become
more complex. We have several different combinations of
operations on atoms that can produce messages of size 2:
m.m'.m”, {m.m/}7  {{m},}7, m{m'}’ and {m}, .m".

For each of them, there can b&b,:oms)” possible messages.
Consequently, the total number of messages of size 2 is
5 x (Nbatoms)g. The reasoning can be continued until size
2hi+lz 1 is reached. For each sizec [0,20+*!2 — 1], there

will be an increasing number of combinations of messages,
each of them with(Nbuoms)° possible messages. Although
the total number increases dramatically, it is still finite.

New actions can be added to the trace only if the messages
are fresh. Since the number of messages that can be sent or
received by the intruder is bounded, the number of inductive
rules that describe the corresponding actions is alsodunit
Therefore, the abstract tra¢g is rendered finite.

[ |
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